
PRIVACY NOTICE REGARDING THE PROCESSING OF PERSONAL DATA 

1. WHAT THIS PRIVACY NOTICE COVERS. 

This Privacy Notice is designed to inform you about the processing of your personal data and your rights regarding 

this processing, in accordance with General Regulation 2016/679 on data protection ("GDPR") and applicable national 

legislation. 

We, the company MEDICALES SERVICII DE SĂNĂTATE PREMIUM S.A., a Romanian legal entity, with its 

registered office in Bucharest, Șoseaua Olteniței, No. 59, Building G3, Staircase 1, 7th Floor, Apt. 71, Sector 4, having 

sole registration code 27991452, registered with the Trade Registry Office attached to the Bucharest Court under no. 

J2011001130407, ("MedicalES" or the "Company"), wish to inform you about the processing of your personal data 

in connection with certain operations carried out by the Company. 

In this privacy notice we explain how your personal data is processed by "MedicalES" and how we ensure that your 

personal data is processed responsibly and in accordance with the applicable personal data protection legislation. 

This notice contains important information. Therefore, please take the necessary time to read it in full and carefully, 

and make sure you fully understand it, as we want it to be clear to you how we use your data and how we protect it. 

To make the document easier to follow, we have included at the end of this notice a glossary explaining the main 

terms used (e.g. "personal data", "processing", etc.). 

2. HOW YOU CAN CONTACT US 

The content of this privacy notice is purely informative and does not affect the rights granted to you by law, and we 

will do our best to help you exercise them. If you have any comments, suggestions, or questions regarding any 

information in this notice, or regarding any other aspects related to the processing of your data that we carry out, 

please do not hesitate to contact our data protection officer at any time. Depending on your preferences, you can 

contact us through any of the communication channels below: 

Our contact details: 

Full name: MEDICALES SERVICII DE SĂNĂTATE PREMIUM S.A.; 

Correspondence address: Bucharest, Str. Izvor no. 92-96, Ground Floor, Sector 5, 

Phone number: 0755.060.992 

Email address: office@medicales.ro 

Contact details of our data protection officer (this is the person you must contact regarding any issues related to the 

protection of your personal data): 

Email address: privacy@medicales.ro 

Our privacy notice has been public since 25 May 2018 and applies to our website: https://www.medicales.ro/ and our 

email. 

3. CATEGORIES OF PERSONAL DATA WE PROCESS 

The personal data concerning you that we will process is data obtained directly from you or from third parties who 

have permission to exchange information with us, and includes the following categories of data: 

a) Ordinary personal data, such as: 

(i) Personal details: first name; last name; sex; date of birth/age; citizenship; home/residence address, 

mobile/landline phone number, fax number; email address, personal identification number (CNP), the rest 

of the information in your identity document (including issue date, expiry date, place of birth), birth 

certificate for children, minor's first/last name, patient ID; 
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(ii) Image data: possible images/photographs of patients, members of the MedicalES clinic team, video 

recordings (on our premises where we have CCTV surveillance cameras installed — where they exist, these 

are indicated by visible signs); 

(iii) Your contact with us, such as a note or the recording of a call you made to us, data submitted through the 

website contact form, an email or letter sent, or other records of contact with us; 

(iv) Payment-related data (including data provided through the DocBook appointment booking platform): 

billing address, bank account or bank card number/IBAN code, first and last name of the holder of the bank 

account or bank card (which may be someone other than yourself, if someone else made payment of an 

invoice on your behalf and for you); the date from which the bank card is valid; the bank card's expiry date; 

(v) Professional data: employer; position; ID badge number. 

(vi) Insurance-related data, such as: insured/uninsured status with the National Health Insurance House 

(CNAS), insured status under private insurance; 

(vii) Opinions and views (may include sensitive data), such as: any opinions and views you send us or any 

opinions and views you post publicly about us on social media, or make known through other public 

channels; 

b) Sensitive personal data: 

(i) Medical data such as: symptoms, previous illnesses, allergies, diagnosis, past tests and medications 

administered, blood group, tests and other services you access, the results of investigations we carry out for 

you; the treatment we prescribe or administer to you, medical recommendations, data about your family's 

medical history where applicable; other information you provide to us regarding your family members and 

your family relationships; 

(ii) Medical data included in the health card, referral note, medical report, data from the medical file; 

We will collect your ordinary and/or sensitive personal data when, for example: 

(i) You request/purchase or use any of our medical products/services; 

(ii) You use the DocBook platform to make appointments for medical services; 

(iii) You explore career opportunities on the MedicalES website, or submit a CV through one of the 

communication channels (email, etc.); 

(iv) You contact us through various channels, including through the website contact form, to request 

information about a medical service/product; 

(v) You visit or browse our website; 

(vi) In the event we transmit such data to third-party providers or collaborators, to the extent we have legal 

grounds, for example: collaborating physicians, public authorities or institutions (e.g. the Bucharest 

Municipality Health Insurance House), IT service and system providers, lawyers, consultants, accountants, 

etc.; 

(vii) Where your personal data is public; 

(viii) We use cookies (small text files stored in your browser) and other techniques such as web beacons (small, 

transparent image files used to track your movements on our website); 

Our respect for your data includes the fact that we give it the necessary human attention, through our staff. Under 

current conditions, you are not subject to a decision made by us based exclusively on the automated processing of 

your data (including profiling) that produces legal effects concerning you or significantly affects you in a similar way. 

4. THE GROUNDS ON WHICH WE PROCESS YOUR DATA 

"MedicalES" will process your ordinary personal data based on the following grounds: 



(i) Conclusion or performance of the contract with you. For example, to initiate discussions regarding the 

costs and types of medical services requested in order to conclude a contract with you, at your request, or 

to perform a contract concluded with you (under which we undertake to provide you with our services). 

(ii) The consent you grant; 

(iii) Compliance with a mandatory legal requirement. For example, accounting and tax requirements subject 

to strict internal policies, such as the retention period for tax/accounting documents. We may process your 

data in order to fulfill our obligations to archive medical records, our obligations to communicate certain 

information to public authorities upon request (e.g. the Bucharest Municipality Health Insurance House), 

or other legal obligations. 

(iv) Our legitimate interest. For example, when we provide you with information necessary to protect your 

state of health, or when we process your data to maintain network security or improve our services. 

"MedicalES" will process your sensitive personal data based on the following grounds: 

(i) Providing the requested medical services and medical assistance, such as assessing your capacity to 

work (for employment purposes), establishing a medical diagnosis, providing medical or social 

assistance or medical treatment, or managing health and social care systems and services. 

(ii) Protecting your vital interests or those of another individual. We may also process your data in medical 

emergency situations or other situations in which you are incapable (physically or legally) of consenting to 

the processing; we may process your sensitive data in order to protect your vital interests (or those of another 

individual). 

(v) Public interest. In urgent cases, it may be necessary for us to process your medical data for reasons of 

public interest in the field of public health; 

(vi) Establishing, exercising or defending a right of ours in court. In the event that disputes arise between 

you and us that we cannot resolve amicably, we may process your sensitive data (for example, the results 

of medical investigations on the basis of which a particular diagnosis was determined) in order to establish, 

exercise or defend a right of ours in court. 

5. THE PURPOSES FOR WHICH WE PROCESS YOUR PERSONAL DATA 

The purposes for which we process personal data concerning you are as follows: 

(i) To provide our medical services. To conclude and perform medical services contracts, i.e. to provide the 

medical services you have purchased from us, and to register appointments at the MedicalES clinic (at the 

clinic's premises/by phone/email); 

(ii) Billing and customer relations. To bill you for the purchase of our services/products, to contact you if the 

billing details you provided are incorrect, about to expire, or if we are unable to collect payment, and to 

respond to any questions or concerns you may have regarding our products and services; 

(iii) Managing our communications and IT (information technology) systems. Managing our 

communications systems; managing our IT security; conducting security audits of our IT networks; issuing 

reports to authorized institutions or fixing system errors; 

(iv) Fulfilling our legal obligations. Fulfilling our legal obligations regarding archiving, security, reporting, 

record-keeping and other obligations imposed on us by law. For example: we process your data for the 

purpose of settling services with the Health Insurance Houses or with the external insurer. 

(v) Improving products and services. Identifying potential issues with our existing products and services in 

order to improve them, resolving your complaints, keeping records of appointments in IT applications, 

keeping records of medical services, managing routine correspondence with collaborators who carry out 

examinations, investigations, etc., controlling visitor access within the premises; 



(vi) Monitoring premises in accordance with legal provisions. CCTV systems installed to monitor the areas 

related to access routes and areas containing valuables, to monitor and streamline the activities carried out, 

and for the security and protection of assets and staff located in those areas, etc. 

6. WHO WE WILL DISCLOSE YOUR DATA TO 

As a general rule, we do not disclose your data to other companies, organizations or persons in any country (including 

Romania). In certain situations, however, it is possible that we disclose your data to other individuals or legal entities. 

We nevertheless try to be as transparent and specific as possible, and below we present the categories of such 

recipients: 

(i) Recipients for whom you request or give us your consent for this purpose; 

(ii) Persons who can prove that they hold the legal authority to act on your behalf; 

(iii) Public authorities: at their request or on our own initiative, in accordance with applicable law, e.g.: the 

Bucharest Municipality Health Insurance House, the Ministry of Health, the tax authority, etc.; 

(iv) Accountants, auditors, lawyers and other external professional consultants, contractual partners, 

service providers of ours acting as processors or joint controllers — these will be required, by law or by 

the contract concluded with us, to maintain the confidentiality of your data, e.g.: archiving, accounting, 

storage, destruction services, premises surveillance, insurance companies, collaborating physicians and 

other medical service providers; 

(v) Any relevant person, agency, bailiff or court in Romania — to the extent necessary to establish, exercise 

or defend a right of ours; 

(vi) Where it is in our legitimate interest to do so, in order to manage, expand or develop our business activity, 

for example where we sell or transfer all or part of our shares, assets or business (including in the event of 

our reorganization, dissolution or liquidation), a situation in which the personal data held by us will 

constitute one of the transferred assets — in this situation, potential acquirers will be bound by a 

confidentiality obligation. 

When we use an individual or legal entity as a processor for the processing of your personal data, we will ensure that 

it has concluded a Personal Data Processing Agreement under which it undertakes, among other obligations provided 

by data protection legislation, the obligations to (i) process personal data only in accordance with our prior written 

instructions and (ii) effectively implement measures to protect the confidentiality and ensure the security of personal 

data. We will also ensure that this agreement between us and the processor provides for it at least all the other 

obligations provided by applicable personal data protection legislation. 

7. HOW LONG WE WILL STORE YOUR DATA 

We will store your data for as long as required by law. 

Your data that is necessary for purposes related to the requested medical services will be stored for the duration of the 

medical services contract, i.e. for the period of time necessary to fulfill the legal obligations provided by applicable 

legislation, which requires the storage of medical documents for a period ranging between 6 months and 100 years. 

Data related to payments/billing will be stored for a period of 10 years, in accordance with Law no. 82/1991 on 

accounting. 

Data regarding video surveillance for ensuring the security of assets and persons, as well as recording your opinion 

regarding the services of the "MedicalES" clinic, will be stored for a period of 30 calendar days, in accordance with 

applicable legislation. 

If there is no legal requirement, we will store it only for as long as necessary for processing the data for the purposes 

mentioned above. 



Except in situations where the law provides otherwise and those exemplified above, as a rule we will process your 

data for the duration of the requested medical service, i.e. for the duration of any contract between you and 

"MedicalES", plus a period of 3 years from its termination. 

To store your data in electronic format, we use our own servers or those of other companies specialized in electronic 

archiving. 

8. THE SECURITY OF YOUR DATA 

We strive to use reasonable organizational, technical and administrative measures to protect personal data within our 

Company. 

To this end, we have adopted, among other things, dedicated policies on physical and electronic security measures, in 

order to protect our systems against unauthorized access and other potential threats to their security. 

If you have reason to believe that your interaction with us is no longer secure, please notify us immediately, in 

accordance with the "How you can contact us" section above. 

Although we take all reasonable measures to ensure the security of your data, "MedicalES" cannot guarantee the 

absence of any security breach or the impossibility of penetrating its security systems. In the unfortunate and unlikely 

event that such a breach occurs, we will follow legal procedures to limit its effects and inform the data subjects 

concerned. 

9. WHAT YOUR RIGHTS ARE AND HOW YOU CAN EXERCISE THEM 

We treat with seriousness and full commitment the rights you have in connection with the processing we carry out on 

data concerning you. In brief, your rights are as follows: 

(i) The right to be informed. When personal data is collected from you or obtained from another source, we 

are required to inform you about the purpose of using this data and the rights you have. 

(ii) The right of access to data. You have the right to request information related to the personal data we hold 

about you, including information related to the categories of data we hold or control, what they are used 

for, the source from which we collected them if obtained indirectly, and to whom this data is disclosed, if 

applicable. We will provide you with a copy of your personal data upon request. If you request additional 

copies of your personal data, we may charge a reasonable fee based on administrative costs. 

(iii) The right to rectification of data. You have the right to obtain the rectification of your data that we process 

or control, if it is inaccurate. 

(iv) The right to erasure of data ("the right to be forgotten"). You have the right to obtain from us the 

erasure of your data that we process or control. "MedicalES" seeks to process and retain your data only 

for as long as necessary. We must comply with this request if we process your personal data, and if: 

• the personal data is no longer necessary for the purposes for which it was collected; 

• you object to the processing for reasons related to your particular situation; 

• your data has been processed unlawfully; 

• the personal data must be erased in order to comply with a legal obligation we have; 

except where your data is still necessary: 

• for the exercise of the right to freedom of expression and information; 

• to comply with a legal obligation we have; 

• for archiving purposes in the public interest, for scientific or historical research purposes, or for statistical 

purposes; or 

• for the establishment, exercise or defense of a right in court. 



(v) The right to restriction of processing. You may obtain from us the restriction of the processing of your 

personal data, where: 

- you contest the accuracy of your personal data, for the period we need to verify its accuracy, 

- the processing is unlawful, but you oppose the erasure of the personal data, requesting instead the 

restriction of its use, 

- we no longer need your personal data, but you require it for the establishment, exercise or defense of a 

right in court, or 

- you have objected to processing, for the period during which we verify whether our legitimate interests 

override yours. 

(vi) The right to object to the use of personal data. In certain circumstances, you have the right to object to 

the processing of your data by us or on our behalf. Where the processing is not based on your consent, but 

on our legitimate interests or those of a third party, you may object at any time to the processing of your 

personal data for reasons related to your particular situation. In this case, we will no longer process your 

personal data, unless: (a) we can demonstrate compelling legitimate grounds justifying the processing that 

override your interests, rights and freedoms, or (b) the purpose is the establishment, exercise or defense of 

a right in court. 

If you object to processing, please specify whether you also wish your personal data to be erased; otherwise, we will 

only restrict it. 

(vii) The right to data portability. You have the right to receive the personal data you have provided to us and, 

where technically feasible, to request that we transmit your personal data (which you provided to us) to 

another organization/clinic. 

These two rights are rights you have if, cumulatively: (a) we process your personal data by automated means, (b) we 

rely, in processing your personal data, on your consent, or our processing of your personal data is necessary for the 

conclusion or performance of a contract to which you are a party; (c) your personal data is provided to us by you, and 

(d) the transmission of your personal data does not have a negative effect on the rights and freedoms of other persons. 

You have the right to receive your personal data in a structured, commonly used and machine-readable format. 

Your right to receive your personal data must not have a negative effect on the rights and freedoms of other persons. 

This could happen if a transfer of your personal data to another organization also involves the transfer of personal data 

of other persons (who have not given their consent to this transfer). 

The right for your personal data to be transmitted by us to another organization is a right you have if this transfer is 

technically feasible. 

(viii) The right to withdraw consent. In situations where we process your data on the basis of your consent, 

you have the right to withdraw your consent; you may do so at any time, at least as easily as you initially 

gave consent. Withdrawal of consent will not affect the lawfulness of the processing of your data carried 

out before the withdrawal. 

(ix) The right to lodge a complaint with the supervisory authority. If you are dissatisfied with the way we 

process your data, we would prefer that you contact us directly so that we can resolve the issue. However, 

if you remain dissatisfied, you may contact the National Supervisory Authority for Personal Data 

Processing (www.dataprotection.ro): 

Address: B-dul G-ral. Gheorghe Magheru, Bucharest, Romania; 

Phone: 40.318.059.211/ +40.318.059.212 

Fax: +40.318.059.602; 

Email: anspdcp@dataprotection.ro 



(x) The right to go to court. It is also important to note that, should you consider that the rights you are entitled 

to under the Regulation have been infringed as a result of the processing of your personal data in breach of 

its provisions, and without prejudice to your right to lodge a complaint with the supervisory authority, you 

have the right to apply to the courts by filing a legal action against the Company. 

To exercise one or more of these rights, or to ask any question about any of these rights or other aspects of the 

processing of your data by us, you may do so by submitting a signed and dated written request to the email address: 

privacy@medicales.ro. In addition, printed forms are available at our premises, which you may fill out to request the 

exercise of one or more of the above rights. 

We will endeavor to respond to your request within one month, a period which may be extended by two months for 

specific reasons related to the specific right invoked or the complexity of your request. In any case, if this period is 

extended, we will inform you of the extension period and the reasons that led to this extension. 

In certain situations, we may not be able to grant you access to all or part of your personal data due to legal restrictions. 

If we refuse your access request, we will inform you of the reason for this refusal. 

In certain cases, we may not be able to identify your personal data due to the identifying elements you provide in the 

request. In such cases, if we cannot identify you as the data subject, we cannot act on your request in accordance with 

this section, unless you provide us with additional information that allows us to identify you. We will inform you and 

give you the opportunity to provide us with such additional details. 

10. WHAT MAY HAPPEN IF YOU DO NOT PROVIDE US WITH YOUR DATA 

You are not obligated to provide us with the personal data mentioned in this document. However, if you do not provide 

the data mentioned in this privacy notice, it will not be possible for us to provide you with the services you request 

from us. 

11. CHANGES TO THIS PRIVACY NOTICE 

We reserve the right to change our data protection practices, when we deem it appropriate, and to update and modify 

this privacy notice at any time. For this reason, we encourage you to periodically review this privacy notice. 

Last updated: 06 August 2026 

 

MEANING OF CERTAIN TERMS USED IN THIS NOTICE 

What does processing of 

personal data mean? 

Processing of personal data means any operation or set of operations performed 

on personal data or on sets of personal data, whether or not by automated means, 

such as collection, recording, organization, structuring, storage, adaptation or 

alteration, retrieval, consultation, use, disclosure by transmission, dissemination 

or otherwise making available, alignment or combination, restriction, erasure or 

destruction. 

What does personal data 

mean? 

Personal data means any information relating to an identified or identifiable 

natural person ("data subject"); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as 

a name, an identification number, location data, an online identifier, or to one or 

more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person. 

What does personal data 

controller mean? 

Personal data controller means the natural or legal person, public authority, 

agency or other body which, alone or jointly with others, determines the 

purposes and means of the processing of personal data. 
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What does Processor mean? The natural or legal person, authority or other body which, alone or together 

with others, decides why (for what purpose) and how (by what means) personal 

data is processed. Under the law, responsibility for compliance with personal 

data legislation lies primarily with the controller. In our relationship with you, 

we are the controller, and you are the data subject. 

What does Data subject 

mean? 

The data subject is the natural person to whom certain personal data relates (to 

whom it "belongs"). In our relationship with you (the controller), you are the 

data subject. 

What is the Supervisory 

Authority? 

An independent public authority which, under the law, has powers relating to the 

supervision of compliance with personal data protection legislation. In Romania, 

this supervisory authority for the processing of personal data is the National 

Supervisory Authority for Personal Data Processing (ANSPDCP). 

 


